A detailed analysis on effective watermarking scheme 160 A detailed analysis on effective watermarking scheme Medical images need to be kept intact in any condition and prior to any operation needs to be checked and verified for integrity. In recent times, frequency domain watermarking algorithms have gained immense importance due to their widespread use. The proposed watermarking scheme makes use of hybrid transform, which combines Discrete Cosine Transform (DCT) and Discrete Wavelet Transform (DWT). In the proposed watermarking scheme, various types of attacks are given and checked for authenticity. The software used is Matlab 7.9 version. The effectiveness of the proposed watermarking scheme is demonstrated with the aid of experimental results.
INTRODUCTION
Environments and the transfer of multimedia documents across the Internet by the digital data owners have become simple. Thus, there is a rise in concern over copyright protection of digital contents (Piva et al., 2002; Wu & Cheung, 2010) . Protection of digital images has gained remarkable significance with the omnipresence
The rapid advancement of the Internet and multimedia systems in distributed of internet and mobile. The introduction of image processing tools has amplified the susceptibility for illegal copying, alteration and dispersal of digital images. With this background, the data hiding technologies for digital data like digital watermarking have attracted massive attention recently (Tosihiro et al., 2006) . Digital watermarking is utilized in order to prevent unauthorized duplication or exploitation of digital images (Thapa & Sood, 2011; Prachi, et al., 2011) . Digital image watermarking is vital to all sorts of media, to prevent them from being asserted by other non related people, or from being edited or altered. Digital watermarking is a methodology that proffers a means to safeguard digital images from illegal copying and manipulation.
Watermarking is described as the process of embedding data into a multimedia element, like image, audio or video. It is possible to extract this data from, or detected in, the multimedia element at a later stage for diverse purposes including copyright protection, access control and broadcast monitoring. A digital watermark is defined as an indiscernible signal included with digital data, called cover work, which can possibly be identified at a later stage for buyer/seller identification, ownership proof and the like (Cox et al., 2001) . Image watermarking, video watermarking and audio watermarking are enlisted as categories of Digital watermarking in accordance with the range of application. Contemporary digital watermarking schemes primarily focus on image and video copyright protection (Wang & Hong, 2006) . On the whole, a digital watermark is defined as a code that is embedded inside an image. It plays the role of a digital signature, providing the image with a sense of ownership or authenticity. It is possible for the embedded data (watermark) to be either visible or invisible. In visible watermarking of images, a secondary image (the watermark) is embedded in a primary image in such a manner that watermark is deliberately noticeable to a human observer while in the case of invisible watermarking the embedded data is not observable, but it is possible to extract it with the aid of a computer program (Huang et al., 2010; Darshana, 2010) .
Watermarking techniques can be divided into two sub-domains: Robust watermarking, the one which encompasses the additional requirement of robustness against possible attacks, and Fragile watermarking, the one that is exceedingly susceptible to design changes. Robust watermarking techniques come with the feature of being infeasible to be removed or make them futile, devoid of destruction to the intellectual property (IP) at the same instant (Amr et al., 2008; Weng et al., 2008) . When the IP is modified or altered, the fragile watermark is destroyed at once. Fragile watermarks can be employed to authenticate the integrity of the medical image. In the field of medical imagery, the extraordinary characteristics consequent from stringent ethics, legislative and diagnostic implications make the security of the integrity and confidentiality of content a vital issue. In any situation, medical images ought to be kept unharmed and they should be checked prior to any operation for (Vivien & Guillemot, 2004): Integrity: this verifies that unauthorized people have not modified the image Authentication: this verifies whether the image certainly belongs to the right patient.
In this paper, a novel and effective watermarking scheme is introduced for checking the integrity and authenticity of medical images using hybrid transform. The proposed scheme makes use of the Discrete Cosine Transform (DCT) and Discrete Wavelet Transform (DWT) to form a hybrid transform. The Daubechies 4 wavelet transform is chosen for DWT in the watermarking scheme. The watermark embedding and extraction are performed in a frequency domain with the help of hybrid transform. It is essential that the size of the original image be dyadic (2 n x 2 n ) and the watermark image be a binary image. Initially, the DCT is applied into the original image and the resultant matrix is converted into hybrid transformed matrix with the aid of Daubechies 4 wavelet transform. A new scheme is proposed for embedding and extraction processes to be performed in the transformed image. In the proposed scheme, the size of watermark image is required for extraction of watermark. The effectiveness of the proposed scheme is tested for different attacks for different images and the experimental results are verified.
PREVIOUS RESEARCH
A number of earlier works available in the literature on digital image watermarking scheme that employs hybrid transform techniques for image processing, watermarking, image compression, image coding and denoising of digital images. Some of the recent motivating researches are briefly described below.
A non-subsampled contourlet and wavelet hybrid transform (NSCWHT) was built and its applications were studies by Yingkun et al. (2008) . The construction of filtering banks was carried out on basis of the non-subsampled contourlet transform (NSCT) and wavelet transform (WT). The consequence was that point singularity and line singularity in image could possibly be represented simultaneously. They merged NSCT with WT to design filters that lead to a NSCWHT with enhanced singularity representation on comparison with single one of them. They offered a design framework on basis of the hybrid approach that permits a quick implementation based on NSCT and WT correspondingly. Besides, they designed an image watermarking algorithm based on the developed NSCWHT and assessed the performance of the NSCWHT in the image watermarking algorithm.
A family of non-redundant directional image transforms built with the aid of hybrid wavelets and directional filter banks (HWD) was presented by Eslami & Radha (2006) . They built and assessed a HWD family algorithm for blind multiplicative watermarking. They approximated the watermarked coefficients through a generalized Gaussian distribution probability model and employed a locally optimal detector. Subsequently, they evaluated the performance of the HWD family against that of wavelet-based image watermarking. (Lu et al., 2010) projected an algorithm for digital image watermarking technique based on singular value decomposition; both of the L and U components are explored for watermarking algorithm. It relies on row and column operations. Row operations involve pre-multiplying matrix and column operations involve post-multiplying matrix. The D component can be explored with a diagonal matrix.
WATERMARKING IN FREQUENCY DOMAIN
It is possible to categorize the digital image watermarking techniques into two classes: spatial-domain and frequency-domain watermarking techniques (Potdar et al., 2005) . With the comparison of spatial domain techniques (Chan & Cheng, 2004) , frequency-domain watermarking techniques proved to be more efficient with regard to achieving the imperceptibility and robustness requirements of digital watermarking algorithms (Lai & Tsai, 2010; Vivek, 2010) . Discrete Wavelet Transform (Shital & Sanjeev, 2010) , the Discrete Cosine Transform (DCT) and Discrete Fourier Transform (DFT) are some of the generally utilized frequency-domain transforms. Feature based watermarking is where the feature points of original image are extracted, based on which a watermark template is constructed and embedded adaptively into the local region of these points (Lu et al., 2011) . Nevertheless, DWT (Wolfgang et al., 1999) has been employed in digital image watermarking often owing to its excellent spatial localization and multi-resolution characteristics, that are identical to the theoretical models of the human visual system (Tribhuwan & Vikas, 2010) . Further performance enhancements in DWT-based digital image watermarking algorithms could be achieved with the combination of DWT with DCT (Xu & Li-qin, 2010) .
Discrete cosine transform
The Discrete Cosine Transform is a renowned coding technique employed in image and video compression algorithms. It is capable of carrying out decorrelation of the input signal in a data-independent manner (Ezhilarasan & Thambidurai, 2008) . The DCT is a methodology for the transformation of a signal into elementary frequency components. The sequences of n real numbers are converted into the sequence of n complex numbers by the DCT (Xu et al., 2010) in accordance with the following formula:
(1)
Discrete wavelet transform
Wavelets can be described as functions defined over a finite interval and having an average value of zero. The fundamental idea of the wavelet transform is to denote any arbitrary function as a superposition of a set of such wavelets or basis functions (Ezhilarasan & Thambidurai, 2008) . These wavelets are acquired from a single mother wavelet through multiplicative scaling and translational shifts. The large number of known wavelet families and functions provides a rich space in a variety of applications. Biorthogonal, Coiflet, Haar, Symmlet, Daubechies wavelets (Daubechies, 1992) and the like, are some of the wavelet families. (Daubechies, 1990 ) created a set of most elegant ortho-normal wavelet basis function. These wavelets are efficiently supported in the time-domain and possess superior frequency domain decay. This denotes the motivation behind our choice of Daubechies wavelet transform. Daubechies-4 wavelet, the one that consists of only 4 coefficients, is considered to be the simplest member of the Daubechies family. The coefficients are, 
Daubechies-4 wavelet transform

Hybrid transform
A number of watermarking algorithms that utilize either the DCT or the DWT exist in frequency domain. Major benefits of the hybrid DWT-DCT transform algorithm include the following Combined transforms recompense for the disadvantages of each other.
Produce an effective image watermarking.
Enhanced Peak Signal to Noise Ratio (PSNR).
Structural Similarity Index Measure (SSIM)
Effective watermarking scheme using hybrid transform (DCT-DWT)
There are numerous important requirements needed into the medical image watermarking which should not affect the quality of the medical image. In the medical field, the qualities of the biomedical images are crucial, treated strictly and the image shall not be altered in any way. Digital watermarking in medical images is very important to prevent modification of medical images by any parties. Because of the importance of the security issues in the management of medical information, we have presented a novel and effective watermarking scheme for checking the integrity and authenticating medical images using hybrid transform. Our proposed scheme makes use of the Discrete Cosine Transform (DCT) and Discrete Wavelet Transform (DWT) to form a hybrid transform. For DWT, the Daubechies 4 wavelet transform is chosen in our watermarking scheme. Here various types of attacks are added and checked for the integrity of the image. The novel watermark embedding and extraction are performed in a frequency domain with the help of hybrid transform. The following subsections portray the steps involved in the watermark embedding and extraction processes.
Watermark embedding
The embedding of watermark image into the original image is detailed in this subsection. It is essential that the size of the original medical image be dyadic (2 n x 2 n ) and the watermark image be a binary image. The proposed watermark embedding process is performed in a frequency domain with the help of hybrid transform. Initially, the DCT is applied into the original image and the resultant transformed image is converted into the hybrid transformed image with the aid of Daubechies 4 wavelet transform. Consequently, the extraction process proceeds as, the Least Significant Bit (LSB) value of every two bytes of the hybrid transformed image is computed and followed by the XOR operation is performed for those LSB values. The resultant XOR value is compared with each pixel value of the binary watermark image to obtain a modified embedded transformed image. Then, the watermark embedded transformed matrix is mapped back to its original position. Subsequently, inverse Daubechies 4 wavelet transform and inverse DCT are applied respectively to obtain the watermarked image. To the watermarked image attacks like JPEG, Rotation, low pass filter, sharpening, scaling and Gaussian noise are added and immunity verified. 
Then, the LSB value of every two bytes of the hybrid transformed matrix HT I is taken out and stored in an intermediate vector I V . In order to find the LSB value of every two bytes, the pixel values must be in whole number so that the whole number and the mantissa part are separated out. 
If the XOR value is equal to every pixel of the binary watermark image W, then embed the summation of XOR values and the mantissa part to attain the watermarked image W I . If the value is not equal, then any of the LSB value is adjusted to get the same value as the pixel value of the watermark image W. 
Watermark extraction
The extraction of binary watermark image from the watermarked image is explained in this section. As the watermarking scheme is blind, it requires the watermarked image and size of watermark image for extraction. To begin with, the DCT is applied into the watermarked image as a result of the DCT transformed image. Then, the Daubechies 4 wavelet transform is applied into the transformed matrix to attain the hybrid transformed image. Afterward, the XOR operation is performed for Least Significant Bit (LSB) values of every two bytes present in the hybrid transformed image. Eventually, the binary watermark image is extracted with the help of hybrid transformed image by utilizing the size of the watermark image. The recovered watermark and the Image are checked for the confidentiality through the corresponding value of the PSNR and SSIM values. 
The watermark and the corresponding image is recovered without any degradation.
Types of attacks
JPEG: Joint Photographic Experts Group. The JPEG is the commonly used method of lossy compression. There is a tradeoff between storage size and image quality. This is considered as one type of attack and image is tested. With the combined watermarking method, the output quality of the image is best compared with other methods.
LOW pass Filter: The low pass filter eliminates the frequencies above the cutoff frequency. It passes only the low frequency signals. When images pass through network, sometimes it may undergo filter under cutoff frequency. But with this algorithm, the LPF has not that much impact on the image.
Median Filter: This filter considers each pixel in the image in turn and looks at its nearby neighbors to decide whether or not it is representative of its surroundings. As a substitute of simply replacing the pixel value with the mean of neighboring pixel values, it replaces it with the median of those values. The median is calculated by first sorting all the pixel values from the surrounding region into numerical order, and then replacing the pixel being considered with the middle pixel value. The median is a more robust and preserves the edge quality.
Blur filter: It wraps around the edges of an image to reduce edge effects when a pattern is created by tiling multiple copies of the image side by side. If the image is blurred, then this filter removes the leakage of colors from the unblurred area.
Sharpening: The sharpening is a type of attack and the image is tested in sharpening form also. It is a type of transformation to bring out the image details. The edges are emphasized, so that eye can pick up the image very quickly. Blurriness of the image is reduced.
Rotation: It is considered as a type of attack. The image is rotated to 90° and tested. The result is tabulated.
Gaussian noise: It is statistical noise that has its probability density function equal to that of the normal distribution. It is also known as the Gaussian distribution. In many applications, Gaussian noise is most commonly used as additive white noise to yield additive white Gaussian noise.
Scaling: It is the ability of a system, network or process to handle a growing amount of work in a capable manner. The image is scaled to 0.25 ,0.5,0.6,0.8 and performance is tabulated below.
Cropping: It refers to the removal of the outer parts of an image to improve framing. Depending on the application, this may be performed on a physical photograph, artwork or film footage. It is considered as a type of noise in the network and analysis is done.
Salt and Pepper Noise: This is a form of noise typically seen on images. It represents randomly occurring white and black pixels. It creeps into images when there is a transient.
EXPERIMENTAL RESULTS AND DISCUSSION
The experimental results of the proposed effective watermarking scheme is for checking the integrity and authenticating medical images using hybrid transform (DCT-DWT).
The proposed watermarking scheme is programmed in Matlab (Matlab7.9) and tested with different sizes of medical images. The proposed watermarking scheme discussed in this paper effectively embedded the watermark image into the original image, and extracted it back from the watermarked image. The watermarked images possess superior Peak Signal to Noise Ratio (PSNR), Structural Similarity Index Measure (SSIM) and visual quality. The watermark and watermarked images of medical and lena image is shown in Figures 3,4 and 5.
Structural similarity index measure (SSIM)
The Structural SIMilarity (SSIM) index is a method for measuring the similarity between two images. The SSIM index can be viewed as a quality measure of one of the images being compared, provided the other image is regarded as of perfect quality. The SSIM metric is calculated on various windows of an image. The measure between two windows x and y of common size N×N is 
Where μx the average of x , μy the average of y; σx2 the variance of y; σy2 the variance of y; σxy the covariance of x and y; c1=(k1L)2, c2=(k2L)2 two variables to stabilize the division with weak denominator; L the dynamic range of the pixel-values (typically this is 2#bits per pixel -) k1=0.01 and k2=0.03 by default.
Peak signal to noise ratio (PSNR)
In the case of watermarking, PSNR indicates the quality of the watermarked image. Higher the PSNR, higher will be the quality. Quality of the watermarked image should be higher to the quality. Quality of the watermarked image should be higher to make the secret data invisible to attackers. The PSNR is given in Decibesl as The above Table 1 shows the results of MRI and ULTRA sound images. When there is no attack, the PSNR of the image is maximum and we get the actual image. With JPEG 40 the PSNR is 36.034. For Gaussian noise attack the PSNR reduces to 25.88 and results in a clear image . In the previous work the PSNR of the image is calculated (Kothari et al., 2010) and the work is continued for all types of attacks. Table 2 shows the PSNR,SSIM and CORRELATION values of the recovered watermark. Table 3 shows the corresponding values for general Images. Table 4 gives the corresponding values of recovered watermark. The proposed method is compared with the existing method. The PSNR of the Lena image is 47.7707 with reference to Kothari et al. and in the proposed method it is exactly same as the input image. For a general image, the peak signal to noise ratio is 55dB and the method is good. The same when applied with the advanced version of Matlab may result in very good quality and clarity. Each method is good in its own way. In digital watermarking method, no two images are similar. On applying same method on different images, the peak signal to noise ratio of each image varies. So watermarking is an evergreen area where research can be done for improving the robustness.
SUMMARY AND CONCLUSION
In this paper, an effective watermarking scheme is presented for the integrity and authenticity verification of medical images and General images. The proposed frequency domain watermarking scheme make use of hybrid transform, in which Discrete Cosine Transform is combined with Daubechies 4 wavelet transform. The watermark embedding and extraction are done in the frequency domain, using the presented watermarking scheme. The proposed watermarking scheme has been experimented with different images and the experimental results revealed the efficiency of the proposed watermarking scheme. In this, the image is tested for JPEG, rotation, scaling, sharpening, low pass filter, median filter,blur filter,cropping, Gaussian noise with different mean ,variance , salt and pepper noise.
